Instruction on Yealink LDAP and Microsoft Active

Directory

Phone Configuration:

Login the WEB interface of the phone using admin as user ID and password.

Choose Phone-Dss Keys, then choose one of them and set it as LDAP, then confirm it
at the bottom of this page.

—
R - ECRK

Preference | Features | Softkey Layout | DSSKeys | EXTKey | ActionURL | Voice | Ring | Tone

Memory Keys >> @

DSSKey1 LDAP | | Auto
DSS Key 2  N/A - | | | Auto
DSSKey3  N/A - | | | Auto
DSSKey4  N/A - | | Auto
DSSKey5 N/A v | | | Auto
DSS Key 6  N/A - | | Auto
DSSKey7  N/A - | | | Auto
DSSKey 8 N/A - | | Auto
DSSKey 9  N/A v | | | Auto
DSS Key 10 N/A - | | Auto

Then choose Contacts-LDAP, and configure it as below.



| ECRETRETT - B
|

Local Directory | Blacklist | Remote PhoneBook | Phone Callinfo | LDAP | BroadSoft | cCall Log

LDAP Mame Fitter |(|(g'r\.renName=%)(5n=%))| 0
LDAP Murnber Filter |[|(te|ephnneNumber=%j[r‘ e
Server Address |:-:.x.x.:( | 7]
Port 380 | @
Base |dc=te5t,dc=cc:m | 0
UserMame |:-:-:-:-:@test.cnm | o
Password lesssss | @
Max. Hits(1~32000) 50 | @
LDAP Mame Attributes |g'wenName SN Cn | 0
LDAP Mumber Attributes |te|eph0neNumber rmohile | 0
LDAP Display Name |%5n YaaivenMame %acn | e
Protocol Version3 - 0
Search Delay(ms)(0~2000) |0 | @
LDAP Lookup For Incoming Call  Enabled hd 0
LDAP Sorting Results Enabled - 0
LDAP Lookup For PreDial/Dial  Enabled - @

LDAP name filter: (|(givenName=%)(sn=%))

LDAP number filter: (|(telephoneNumber=%)(mobile=%))
Server Address: x.x.x.x (The Active Directory Server IP address)
Port: 389

Base: dc=test,dc=com

Username: xxx@test.com (It must be one the users of the AD)
Password: 123456

Max Hits: 50

LDAP name attributes: givenName sn cn

LDAP number attributes: telephoneNumber mobile

LDAP display: %sn %givenName %cn

When the configuration is done, press the corresponding DSS key, the LDAP

interface will pop up, you can input numbers or digits to search the user information
in the Active Directory.

AD installation:


mailto:xxx@test.com

1.1.1 Install Windows 2003 Server AD (Acitve Directory)

Click Start---Run on Windows 2003 Server, type in ‘dcpromo’, the press ‘OK’, then
you will start the “Active Directory Installation Wizard”.

Run 2 x|

— Type the name of a program, folder, document, or
Internet resource, and Windows will open it far yaou,

Cpen: Il

I O I Zancel | Browse, ., |

Active Directory Installation Wizard x|

Welcome to the Active Directory
Installation Wizard

Thiz wizard helps you install Active Directony zervices an thiz
zerver, making the server a domain contraller.

If thiz iz the first time you have installed Active Directany, it is
recommended that you first read the overview in Active

Diirectory Help.

To continue, click MNext,

< Back Cancel |
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Active Directory Installation Wizard x|

Operating System Compatibility /
Improved security zettings in Windows Server 2003 affect older versions of
Wiindows,

Damain contrallers running Windows Server 2003 implement securnty settings that
require clients and other servers to communicate with thoze domain controllers in a more
TECUNS Wal.

The following alder versions of Windows cannot meet the new requirements:
&  Windows 35
®  Windows NT 4.0 5P3 or earlier

By default, computers running those verzions of %indows will not be able to log on with
a domain contraller runking Yindows Server 2003 or acces: domain resources.

For more information, see Compatibility Help.

¢ Back

In the following Picture, please choose “Domain controller for a new Domain”, this
server will become the first domain controller in the new domain.

Active Directory Installation Wizard x|

Domain Controller Type /
Specify the role you want thiz server o have.

Do pou want thiz zerver to become a domain controller for a new damain or an
additionial domain controller for an existing domain?

v Diomain conbroller for 2 new domaire

Select thiz option to create a new child domain, new domain tree, or new forest.
Thiz server will become the first domain controller in the new domain.

" Additional domain controller for an existing domain
& Proceeding with thiz option will delete all local accounts on this serer.

All cryptographic keys will be deleted and should be exported before
continuing.

&l encrypted data, zuch az EFS-enciypted files ar e-mail, should be decrypted
befare cantinuing ar it will be permanently inacceszible.

¢ Back I MHewt > I Cancel
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In the following picture, choose “Domain in a new forest”.

Active Directory Installation Wizard x|

Create Hew Domain /
Select which type of domain to create,

Create a new:

v Diomai in & new forest

Select thiz ophion if thiz iz the firzt domain in pour organization ar if you want the new
domain to be completely independent of vour current forest,

™ Child domair in an existing domain tree

IF pou want the new domain to be a child of an exizting domain, select thiz option.
For example, you could create a new domain named
headguarters. example. microzoft. com as a child domain of the domain

example. microsoft. com.

" Domain tree in an existing forest

[f wou don't want the new domain bo be a child of an existing domain, select this
option. Thiz will create a new domain tree that 1= separate from any existing trees.

< Back I MHest » I Cancel

In the following picture, fill in “test.com” as the name for new domain.

Active Directory Installation Wizard x|

Hew Domain Hame /
Specify a name for the new domain.

Type the full NS name for the new domain
[for example: headguarters. example. microgoft com].

Full DMS name for rew domain:

test. com

¢ Back Cancel |
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In the following picture, set the domain name for NetBIOS, the default is TEST here.

Active Directory Installation Wizard x|

MetBIOS Domain Mame /
Specify a MetBIOS name for the new domain.

Thiz iz the name that uzers of earlier verzsions of Windows will uze to identify the new
domain. Click Mest to accept the name shown, or bupe a new name.

Domain MetBI0S narne: TEST

¢ Back I Hest = I Carnicel

In the following picture, set Database folder and Log folder, accept the default setting
will be OK.

Active Directory Installation Wizard x|

Databaze and Log Folders ’
Specify the folders to contain the Active Directoy database and log files.

For best performance and recoverability, store the databasze and the log on zeparate
hard dizks.

YWihere do pou want to store the Active Directary database?

Databaze folder:

YWhere do pou want to store the Active Directary log’?

Log folder:
C:NWANDOWSANTDS Browse. ..

i/ IO SAHT DS Browse. .. |

< Back I MHest » I Cancel
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In the following picture, set the shared System Volume, the default setting will be OK.

Active Directory Installation Wizard x|

Shared System Yolume /
Specify the folder to be shared az the spstem volume.

The SYSWOL folder stores the zerver's copy of the domain's public files. The contents
af the 5%S%0L folder are replicated to all domain controllers in the domair.

The S%5W0OL folder must be lozated on an HTFS waolume.
Enter a lozation for the SvYS%0OL folder.

Eolder lozation:

Browse. .. |

¢ Back Hest = Carnicel

In the following picture is DNS registration Diagnostics, as the DNS is not installed,
so it displays failed, please choose “Install and configure the DNS server on this
computer, and set this computer to use this DNS server as its preferred DNS server”.

Active Directory Installation Wizard x|

DM5 Registration Diagnostics /
Werify DMS support, or ingtall DMS on this computer.

Diagnoztic Rezults -

The reqistration diagnostic haz been mwin 1 time.

The wizard encountered an erar while tring ta determing if the DHS zerver with
wihich thiz domain contraller will regizter supportz dynamic updates.

For maore information, including steps to corect thiz problem, see Help.

Detaills
The primary DMS zerver tested was NSES WORLDMIC. com [205.178.190.33] ;I

\f: | have corected the problern. Perform the DMS diaghostic test again.

Inztall and configure the DMNS server an this computer, and set this computer o L,ISEE
this. M5, server Az itz oretermed BMS. semver

™ | will comect the problem later by configuing DMS manually. [Advanced]

¢ Back I Hest = I Carnicel
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In the following picture, choose the permissions for user and group objects, here we
choose the default setting.

Active Directory Installation Wizard x|

Permissions /
Select default permizsions for user and group objects.

Some zerver programsz, such as Windows MT Bemote Access Service, read information
gtored on domain controllers.

" Pemizzions compatible with prewindows 2000 server operating systems

Select thiz option if you run server programz on pre-Windows 2000 server operating
guztems ar on YWindows 2000 ar Windows Server 2003 operating syztems that are
memberz of prewindows 2000 domainz.

r@ Anonymouz users can read information on this domain,
\%‘

Permizsions compatible anly with Windows 2000 or Windows Server 2I]I]3§
operating spstems

Select thiz option if wou run zerver programs anly on Windows 2000 ar Windows
Server 2003 operating systems that are members of Active Directory domains. Only
authenticated uzers can read infarmation on thiz damain.

¢ Back I MHewt > I Cancel

In the following picture, set the Restore Mode Password, for example set is as 123456.

Active Directory Installation Wizard x|

Directory Services Aezstore Mode Administrator Password

Thiz password iz uged when pou start the computer in Directory Services Restore %
kode.

Type and confirm the pazswaord pou want ko aszign ko the Adminiztrator account uzed
when this gerver iz ztarted in Directory Services Restore Mode.

The restore made Administrator account iz different from the damain Administratar
account. The pazswords far the accountz might be different, zo be zure o remember

bath,
Restare Mode Pazswaord: Iu-“ .
Confirm pazsward: I-u“ .

For more information about Directory Services Bestore Mode, see Achive Directory Help.

¢ Back I MHewt > I Cancel



http://yonggang.blog.51cto.com/attachment/200810/17/94083_1224218203aj6R.jpg
http://yonggang.blog.51cto.com/attachment/200810/17/94083_1224218217BFfg.jpg

Active Directory Installation Wizard

Summarny
Feview and confirm the options pou selected.

You chose to:
Configure this server as the first domain controller in a new forest of domain brees.  «

The new domain name ig kest.com. This iz alzo the name of the new forest,
The MetBIOS name of the domain iz TEST
D atabaze folder: C:AWINDOWSSHTDS

Lag file folder: C:YWINDOWSYNTDS
SSYOL folder: C:MWINDOMWSASYSYOL

The DMS zervice will be installed and configured on thiz computer. T his compter
will be configured to use this DMS zerver az itz prefenred DMS server.

To change an option, click Back. To beqgin the operation, click Mest.

¢ Back I MHewt > I Cancel |

In the following picture, it shows that the installation begins.

Active Directory Installation Wiza

Summary
Feview and confirm the options pou selected.

You chose to:
Configure this server as the first domain controller in a new forest of domain trees. «

The new domain name is kest.com. This iz also the name of the new forest.

The MetBIOS name of the domain iz TEST

Diatabaze f _ - "
Lo file folc Active Directory Installation Wizard

STSVOL fe

The wizard iz configuring Active Directory, Thiz proceszs can take several minutes or
The DMS &= conzsiderably longer, depending on the optionz you have zelected.

will be canf

To change

Configuring the local domain contraller to host Active Directon

Cancel |
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In the following picture, you can skip the DNS installation.

Active Directory Installation VWizard

Summary /
Feview and confirm the options pou selected.

You chose to:

Configure this server as the first domain controller in a new forest of domain trees. «
The new domain narme is best com. Thiz is alzo the name of the new forest.

The MetBIOS name of the domain iz TEST

D atabase f — - "
Lo file folc Active Directory Installation Wizard
SSWIOL e _ _ - ; _ _ _
The wizard iz configuring Active Directory, Thiz proceszs can take several minutes or

The DMS &= conzsiderably longer, depending on the optionz you have zelected.
will be: conf

To change

Configuring the DMS service on this computer. ..

Skip DNG Installation |

In the following picture, it shows that the installation is finished, click finish, it will
ask you to restart the computer, please choose restart.
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Active Directory Installation Wizard

Completing the Active Directory
Installation Wizard

dotive Directon iz now installed on this cormputer for the :l
domain test.com.

Thiz domain contraller iz azzigned to the site
Default-First-Site-Mame. Sites are managed with the
Wotive Directony Sites and Services administrative tool,

To cloge thiz wizard, click Firish.

¢ Back I Finizh I Earzel




1.1.2 Create account for Domain Users

In the following picture, choose All Programs, then Administrative Tools, then Active
Directory Users and Computers.
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In the following picture, right click user, choose New, then user.
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-f_J Active Directory Users and Computers ;lglil
@ File  Action  “iew window Help |;|i|i|
e~ D@l B XEFRE R gBLaTE

@ Active Direckory Users and Computers | Users 17 objects

D Saved Queries M | Type | Deseription |
E"@ tESt'CD_m € administrator  User Built-in account For adrini. .
% Euol:suters ﬁCert Publishers  Security Group ... Members of this group are. ..
@ Domain Controllers !ﬁDnsAdmins Security Group ... DMS Administrators Group
[ FareignSecurityPrincipals ﬁEDnsUpdatePr. .. Security Group .., DN3 dients who are permi,..
Domain Admins  Security Group ... Designated administrators...
Delegate Contral... Domain Comp... Security Group ... All workskations and serve. ..
Find... Domain Contr... Security Group ... All domain controllers in th...
m Gty Group ... All domain guests
Al Tasks b Contact Group ... Al domain users
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i . InetOrgPerson roup ...  Members in this group can. ..
Mew Window From Here MSMG Quee Alias Builk-in account For guest ...
Refresh Printer Group ... Group For the Help and Su...
Eeqa Lk, ey Group ... Servers in this group can ...
hared Folde Group .., Designabed administrators, .,
Properties e T This is a vendor's account ...
Help Telnetlients Security Group ... Members of this group ha. ..
K1 — ]

|Creates a new object in this container. | |

In the following picture, create an account and its logon name is billnie.

MNew Object - User x|

g Create in:  test.com/Users
Eirst name: II:niII Initials: I

Last name: Inie

Full name: Il:uillnie

Uzer logon name:

[biliz [ @test com =l
I1zer logon name [prewindows 2000]:
ITEST'a Ibillnie
< Back Cancel |

In the following picture, create the password for the new user, and choose user
cannot change password. The password for example can be yealink-2011.



MNew Object - User x|
ﬁ Create i test.com/lserz

Pazsword: In-- "en

Confirm pasgwaord: I-" e

[ User must change password at nest logon

v User cannot change pazsword

[ Password never expires

[T Account is dizabled

< Back I Hest » I Cancel

The user is created, then you can double click user billnie, you can set the contact

number.

MNew Object - User x|

g Createim:  test.comdUszers

Ww'hen pou click Finigh, the following object will be created:

Full hiarne: billmie ;I
IJzer logon name: billnied@test. com

The uzer cannaot change the password.

[

Cancel |

In the following picture you can create contact now, please choose New, then Contact.
When the contanct is created , double click the contact to add numbers.
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