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What is Auto Provisioning? Yealink
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Auto Provisioning is a feature used to update phone settings
and firmware automatically.

This allows the phone to be plugged into an Ethernet Network
and be automatically configured with the settings needed for
the phone to operate.

In most cases no user intervention is required.
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For a phone to be successfully provisioned, the phone Must:

o Obtain a server address where the configuration files are
stored.

o Download the configuration files from the configured server.

o Resolve and apply the configuration settings to the phones
from the configuration file.

o Do other updates, for example firmware updating.
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Provisioning Order Yealink
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When a Yealink phone boots it will try and obtain a provisioning
server address in the following order.
If RPS is enabled, then:

Yealink RPS

Zero -Touch

PnP Server

DHCP custom option

DHCP option 66

DHCP option 43

Phone Flash (TFTP/FTP/HTTP/HTTPS)

CO0O00O0D0 DO
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RPS Working Theory

MAC and URL ~ 3
information it
registered on
Yealink RPS

Auto Provisioning
servers

Servers

Restart to apply the cfg files
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. Yealink

o Eliminates the need for Manual Configuration

o Allows direct shipment to customer without the need for the
Reseller to configure the phone

0 Plug and Play installation for the customer

Sllde
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Yealink RPS - Example Yealink
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Yealink Distributor Reseller

Yealink RPS Reseller Customer

1  Customer orders telephone/service

Confidential
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Yealink Distributor Reseller

Yealink RPS Reseller Customer

1 Customer orders phone
2 Reseller orders phone from Yealink Distributor

Confidential



Yealink RPS - Example Yealink
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Yealink Distributor s> Reseller

Yealink RPS Reseller Customer

1  Customer orders phone
2 Reseller orders phone from Yealink Distributor
3 Yealink Distributor ships phone to customer and sends MAC details to Reseller




Yealink RPS - Example Y_ealulk

Yealink Distributor Reseller

Builds
l MAC.CFG
COMMON.CFG

Yealink RPS Reseller Customer

Customer orders phone
Reseller orders phone from Yealink Distributor
Yealink Distributor ships phone to customer and sends MAC details to Reseller

Reseller creates provisioning files
Reseller update RPS with MAC address and provisioning server details
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Yealink Distributor Reseller

Yealink RPS Reseller Customer

Customer orders phone

Reseller orders phone from Yealink Distributor

Yealink Distributor ships phone to customer and sends MAC details to Reseller

Reseller creates provisioning files

Reseller update RPS with MAC address and provisioning server details

S5a Yealink phone boots and requests Provisioning Server details from RPS, Yealink RPS provides details.
S5b Phones request and receives CFG files from Provisioning Server
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What you need to do in RPS process? Yealink
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Yealink Distributor

it

Reseller

Reseller Customer

>
>
>

YVVVY

Creats RPS account for Resellers
Ships phones installed RPS firmware to Customers
Sends MAC details to Resellers

Applies RPS account from Yealink Distributors

Orders phones installed RPS firmware from Yealink Distributors

Creats Auto Provisioning Server

Creats Correct Provisioning files including common.cfg and mac.cfg
Login Yealink RPS to update MAC address and provisioning server details

Orders phone from Resellers
Make sure phones can connect to Public network
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Auto Provisioning Server

¢ Contains the configuration files for each phone
y0000000000xx.cfg (Common file)
MAC-based.cfg (Unique file)

¢ Located at Reseller

** Web Server Based

s* Supports HTTPS/HTTP/FTP/TFTP
Uses Port 80 or 443(encrypted certificate based)
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Configuration Files
MAC-based.cfg

Unique per phone

SIP account ID

SIP account password
Codecs

Display name

SIP Server

SIP Port

y0000000000xx.cfg

Unique per model
BLF

Network parameters
Certificate

SYSLog info

Directory structure
CustName\Location\accounts\Model
e  CustName\Location\Sales\Model

SYSlog level (needs to be 6) .
VPN

Auto provision check time




Yealink Configuration Files Yealink
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o The phone will download two configuration files Common CFG file and
MAC-based CFG file from the provisioning server.

o0 The Common CFG file will be used by all phones of the relevant model
while the MAC-based CFG file will only be used by the phone with the
corresponding MAC Address.

o A common CFG file has a fixed name for each model while a MAC-

Oriented CFG file 1s named after a MAC address of the specific phone.
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Yealink Configuration File Names
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W52P-HS 200X 200X
W52P-Base 25..K.X 255X y000000000025.cfg
T46 280X 280X y000000000028.cfg
T42 29 x.x.x 29 x.x.x y000000000029.cfg
T41 36 x.x 36.x.x.x y000000000036.cfg
T38 2150 38X y000000000038.cfg
T32 22 K.M.K 32.H.K.X y000000000032.cfg
T28 1.0 2K y000000000000.cfg
T26 L B y000000000004. cfg
T22 DKL Fax y000000000005.cfg
T21 34X 3. x.x y000000000034.cfg
T20 TH.X 9 y000000000007.cfg
T19 31 %X 31.x.x.x y00000000003 1.cfg
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o Example common configuration file (M7) for upgrading phone firmware

#!version:1.0.0.1

##File header "#!version:1.0.0.1" cannot be edited or deleted, and must be placed in the first
line ##

HHH A A

Hitd Configure the access URL of firmware Hi

HHH A A

#Before using this parameter, you should store the desired firmware (x.72.x.x.rom) #to the

provisioning server.
firmware.url = http://10.2.5.237:8080/28.72.0.25.rom



http://10.2.5.237:8080/28.71.0.70.rom
http://10.2.5.237:8080/28.71.0.70.rom

Yealink RPS - Benefits Yealink
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Configuration Files Tools

* Yealink Configuration Generator Tool (CGT) provides you with quicker
and easier configuration generation, modification, conversion and
encryption. Yealink Configuration Generator Tool

* AutoProvisioning template packed in Yealink website
Yealink T19P/T2XP/T4X AutoProvisioning Template V72

* AutoProvisioning Guide in Yealink
Yealink Support Module



http://www.yealink.com/Upload/CGT/Yealink Configuration Generator Tool.zip
http://www.yealink.com/Upload/CGT/Yealink Configuration Generator Tool.zip
http://www.yealink.com/Upload/CGT/Yealink Configuration Generator Tool.zip
http://www.yealink.com/Upload/T4X/20140102/AutoProvisioning.zip
http://www.yealink.com/Upload/T4X/20140102/AutoProvisioning.zip
http://www.yealink.com/Upload/T4X/20140102/AutoProvisioning.zip
http://www.yealink.com/Upload/T4X/20140102/AutoProvisioning.zip
http://www.yealink.com/Upload/T4X/20140102/AutoProvisioning.zip
http://www.yealink.com/Upload/T4X/20140102/AutoProvisioning.zip
websitehttp://www.yealink.com/SupportDownloadfiles_detail.aspx?CateId=310&flag=142
websitehttp://www.yealink.com/SupportDownloadfiles_detail.aspx?CateId=310&flag=142
websitehttp://www.yealink.com/SupportDownloadfiles_detail.aspx?CateId=310&flag=142

9 Other Auto Provisioning methods
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{ Zero Touch )
Update now? 5s
( Cancel ]f Status ]
Zero Active Enabled - @
Watt Time ¢ 0~100s) 5 7

o When Zero Touch is enabled, a configuration wizard will be

displayed after the phone has booted




Zero -Touch Yealink
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[ Network ] [ Auto Provision ]
1P Mode: IPvd & IPV6  4»
IPvd WAMN Type: DHCP Ak User Mame:
IPvE WAN Type: DHCP Am Password:
YLAM Status: Disable am @ @
[ switch || Next | [ Back |[ 2aB | Delete || ok |
Network Configuration Options Provisioning Server Address, Authentication

user name (optional) and password (optional)
Configuration Options

o Zero Touch allows you to configure the network parameters
and provisioning server address via the phone’s user interface
during startup
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Auto Provision

PNP Active @ on O of @

o Yealink Phones Support PnP

o Phone sends a SUBSCRIBE message
to obtain provisioning server address
details during startup.

o PnP server responses with a SIP

NOTIFY message, and an address of

the provisioning server.
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File Edit Yiew Go Capture Analyze Statistics Telephony Tools Help

Beden EAXREEa¢saTL[EE QAR BB X H

Filter: | | ¥ EBupressien. .. Clear Apply

Ha. . Time Souree Testination Frotocol | Info
1 0, 000000 10.2.9.106 224.0.1.75 SIP Reguest: SUBSCRIBE sip:MACO015652a3d1a@intern. IPRhane. com
2 0.663070 10.2. 10,2.9,106 202 Accepted subscription 4
3 il § 1 06 5 B OTIFY s1p i
4 0.6714599 10.2.9.106 10.2.9.46 sIP 200 oK
3 1.807473 10.2.9.106 10,2.1.199 SIP Request: REGISTER sip:10,2.1.189 L
6 1.810835 10.2.1.199 10.2.9.106 SIP Status: 200 oK {1 bindings)

|4

® Ethernet 11, src: wiamenve_11:18:f1 (00:

PR511:18: 1), Dpsts kiamenve_2a:3dila £00:15:65:2a4:3d:1a)
® Internet Protocol, srcr 10.2.9.46 (10.2.58.46), Dst: 10.2.59.106 (10.2.5.106)
® User Datagram Protocol, Src Port: sip (50600, Dst Port: sds (5059)
= session Initiation Protocol
E|Regquest-Lina: NOTIFY sip:MACOCL5652a3d1a@10,2.5,.106:5059 SIP/2.0
mathod: MOTIFY
& Request-URI: sip:MACO0L5652a3d1a@10, 2, 9. 10623030
[Resent Packet: False]
Massage Header
® via: SIP/2.0/UDP 10.2.9.46:5060; branch=z8ha4bK976665779
# From: <sip:MAC0015652a3d1a@intern. IPRhone, com»;tag=37906253
® To: <sip:MACO015652a3d1agintern. IPPhone. coms>; tag=241054
Call-10: 241054@10.2.9.106
2 jCseq: 2 MOTIFY
Sequence Number: 2
Method: NOTIFY
® Contact: <sipMACO0L5652a3d1a@10.2.9.46:5060>
content-Type: application/ur]
AlTow: IMVITE, INFO, PRACK, ACK, BYE, CAMCEL, OPTIOMS, MOTIFY, REGISTER, SUBSCRIBE, REFER, PUELISH, URDATE, MESSAGE
Max-Forwards: 70
User-Agent: Tiptel IP 286 £2.43.13.8
subscription-state: terminated;reason=timeout
Event: ua-profile
Allow-Events: talk,hold, canference, refer, check-sync
Content-Length: 24
H Message Body
http://10.2.9,2:99/http/

m

O| Frame (frame), 723 bytes Packetz: B Displayed: B Marked: 0 Profile: Dlefault Sl]de 8
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DHCP Options Yealink
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o Yealink Phones support DHCP TGS ®on 0o @

Custom Option(128~254) 9

custom options or via Option 66 and OHCP Option Value yealk @

43.

o Custom option, DHCP option 66 then
DHCP option 43

o The Option 66 is used to identify
the TFTP server.

o Option 43 can be used to encapsulate
vendor specific options

o DHCP Custom Option must be
supported by DHCP Server



DHCP Options Yealink
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El option128 ok.pcap [Wireshark 1.6.12 (SWVN Rev 46251 from ftrunk-1.6)] == =S
File Edit Miew Go Capture Analyze Statistics Telephony Tools Internals Help

Bleaeae DEXXESE QAe =T L I([EHE AQAE D @EW x| B

F|'|ter:| EI Expression.. Clear Apply
Mo Tirme Source Drestination Protocol Info
1 0. 000000 o.0.0.0 255. 255.255. 255 DHCP DHCP Discover - Transaction ID Oxd4cdc7706
2 0.000895 10.3.5.162 10.3.5.117 DHCP DHCP Ooffer — Transaction ID OxX4c4c77O06
2 0.119569 0.0.0.0 255.255. 255. 255 DHC P DHCP Regquest — Transaction ID Ox4c4c7706
| 4 0.120392 10.3.5.162 10.3. 5.3 7 DHCP DHCP ACK Transaction ID OxAcAc7706 |
5 2.1431401 10.32.5.117 10.3.5.162 HTTP GET ;unc—plm—sEﬂB?mm
6 3.144660 10.3.5.162 10.3.5.117F HTTP Continuation or non-HTTP traffic
7 3.820680 10.3.5.117 10.3.5.162 HTTP GET /Sdhcptestl28,/00156539bfBe.cfg HTTP,/ /1.1
B 3.622216 10.3.5.162 10.3.5.117 HTTP Continuation or non-HTTP traffic
9 2.645530 10.32.5.117 10.3.5.1a2 HTTP GET /Jdhcptestl2E8,/00156539bfBe. cfg HTTP/ /1.1
10 2.646984 10.3.5.162 10.3. 5.117 HTTP Continuation or non-HTTP traffic
11 5.875009 10.2.5.117 10.2.5.1a62 HTTP GET Jdhcptestl28,/00156539bfoe. cfg HTTP,/ /1.1
12 5.676517 10.3.5.162 10.3.5.117 HTTF Continuation or non-HTTP traffic
4 (1]
[ OpPTi10f: (T=L, I=4) SUDMET MASK = Z93.233. 2£33. 0 ]
option: (Tt=51,1=4) IP Address Lease Time = & hours
option: ({(Tt=59,1=4) Rebinding Time value = 5 hours, 15 minutes
option: (t=58,1=4) Renewal Time value = 2 hours
option: (t=43,1=34) wvendor-specific Information

option: (Tt=12&8,1=35) DOCsSIS full securit
| option: (T . 1=347) TFTP Se
OptTion: TFIP Server mMame
Length: 34
value: 6874747032a32F2F21302e232235223136222a38320328202F64. ..
option: (Tt=54,1=4) DHCP Serwver Identifier = 10.3.5.162
End option

server IP [T

_Slide 9
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o Yealink Phones allow manual entry of the Provisioning Server.
o This is done via the web interface of the phone.

o Enter the Server URL and Username and Password if required.

Server URL http://10.2.4.38:8080/ T4X/ 9
lser Mame Tony o
Password Y (7]
Common AESKey  ssssssss 0

MAC-Oriented AESKey  ssssssss (7]




Coming soon.... Yealink
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Our next Yealink Webinar:
“How to address OPENVPN

issues with Yealink phone?”

Wedesday May 28t

Info and Registration: Yealink Webinar



https://attendee.gotowebinar.com/register/7270213133473276673
https://attendee.gotowebinar.com/register/7270213133473276673
https://attendee.gotowebinar.com/register/7270213133473276673
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If you would like to ask a question, click
the “Raised Hand” icon in your
GoToWebinar Dashboard.

We will activate your voice channel
and cue you in.
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Thank You!

Contact Information
www.yealink.com

support@yealink.com

Support.usa@yealink.com

www.yealink.com 34

www.yealink.com Confidential
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